How to Protect Your Mobile Phone
Privacy

How secure is that the data on your smartphone or tablet?

True, unless you are a major celebrity, getting your phone hacked probably won't make national
headlines and your personal photos won't be splashed everywhere the web .

But even without major press attention, getting your phone hacked are often an enormous
invasion of privacy and incredibly costly

We do tons with our phones: browse the web , buy new clothes, check our mastercard
statements, take personal photos.

6 PrivacyA Tips & Tools for Mobile Devices

If someone gets their hands or your phone, or finds how to hack your mobile device, they will
use the knowledge on there to embarrass you, steal your money, determine where you're , or
worse. Thankfully, there are some easy steps you'll fancy keep that information private.
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1. stick with the App Store
Even if your phone allows you to put in programs without their app store, you almost certainly
shouldn't.

Your phone's app store provides reasonable protection against malware. Not only are apps
reviewed for malware before they get added to the shop , but your phone may even still
regularly scan app-store installed programs to make sure they're still safe for your device.
Outside sources, like files you download directly from 3rd party websites, can't promise that very
same quite protection.

If you're running Android, disable the "Unknown Sources" option under your phone's security
settings:

This will guarantee that only apps from trusted sources are often installed.

2. Limit What Your Apps Can Access
When you install new apps, your phone asks you to verify the app's access requirements.
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Typically, apps got to access things like your files (to save things), your camera (to take photos),
and perhaps GPS (to provide location-specific content). Some apps may have access to even
more: your contacts, your profile information, etc.

While it's almost impossible to use a smartphone without giving apps access to a number of this
stuff , you should not just comply with every app's access terms. Many apps make money
selling your information to advertisers, so it isn't surprising they need more access than they
actually need . as an example , does your flashlight app got to know your location?

If you do not just like the access an app is requesting, shop around for an identical app that
needs less access.

3. Install A Security App

You wouldn't let your computer run without antivirus, so why leave your phone unprotected? It
doesn't matter what OS your mobile device runs or how secure its manufacturer says it is:A if
you access the web with it, your phone is susceptible to attack.
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There are many anti-virus and anti-malware apps available for each sort of device. Firewall
apps also are handy to form sure no apps are sending or receiving information you are not
conscious of .

4. Secure Your Lock Screen

This seems pretty standard, but most of the people still don't roll in the hay . Having to A
password whenever you would like to see your phone may be a pain, but it's worthwhile . If you
lose your phone, without a secure lock screen the thief can access everything on there:A your
personal files, photos, FacebookA account, shopping apps. Does your browser remember your
passwords? If so, the thief can now access any site with a saved password.

Still feel safe with just a swipe?

Don't choose the pattern, either. Sure, it's technically safer that just a swipe, but barely. Take a
flash and really check out your phone's screen. provides it a touch of sunlight. See anything? If
you have been employing a pattern to secure your phone, likelihood is that it's right there ahead
of you. We turn our phones on dozens (even hundreds) of times each day . Unless you clean
you screen after every single use, likelihood is that your pattern is there for anyone to ascertain .

Don't trust your privacy to anything less thanA a PIN or password.
5. found out Find My Phone and Remote Wipe

If you haven't found out these features for your phone, you're missing out on one among the
foremost powerful security measures you'll get... and with most phones, it's free. If you lose your
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phone, the Find My Phone feature can assist you pinpoint its exact location using the GPS in
your phone. Some services will even allow you ring your phone if it's nearby.

If you cannot get to your phone directly , or you're afraid someone may have stolen it, you'll also
remotely wipe all the private data. This way, albeit someone manages to crack your newly
created, super-secure lock screen password, there won't be anything on the phone for themA to
seek out .

6. Remember, Public Networks Are Public

Data plans are expensive, and nobody wants to waste their precious megabytes once they can
surf at the local cafe for free of charge . But whenever you hook up with a public network, you
open your device up to everyone else thereon network. Any amateur hacker can use public Wi-
Fi to spy on other users within the vicinity.

You don't need to avoid public Wi-Fi altogether - just be smart about it. If you cannot wait to
seek out out J.Lo's latest love interest, plow ahead and google it. But if you were thinking of
checking your mastercard balance or buying a replacement pair of shoes on Zappos, wait until
you get home.

If you are doing got to visit secure sites or access private data while you're out, think about
using a VPN service. Virtual Private Networks encrypt your activity, so nobody on the general
public network can track it. Many businesses offer VPN service for his or her employees,
allowing them to access the corporate network from anywhere. Some home routers also offer
this service.



